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Sarbanes-Oxley (SOX) Compliance Project
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Best Practices: COSO, COBIT and GCC

e SOX recommends the use of COSO (The Committee of Sponsoring
Organizations of the Treadway Commission) as the framework for
auditing financial systems.

e The Information Systems Audit and Control Association (ISACA)
has prepared an industry accepted “mapping” of CoBIT (Control
Objectives of Information and Its related Technology) to the COSO
internal control model and the SOX information system internal
control requirements.

e The development of the support systems, processes, procedures,
and controls identified under the GCC (General Computing
Controls). GCC includes controls for:

— Software (Systems) Development Lifecycle (SDLC)

— Change Management

— Production Operations

— Operations Security (Access and Vulnerability Management)
— Systems Backup and Recovery
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Typical Project Methodology & Timeline

Phase 1 Discovery

e Business Scope Identification, Project Plan and Client Training
e IT Scope Identification, Project Plan and Client Training

Phase 2 Assessment

e Enterprise Business Controls Gap Assessment
e Enterprise IT & Applications Controls Gap Assessment
e Business Controls to IT Controls Mapping

Phase 3: Remediation
e Business Process Remediation
e IT Process Remediation

Phase 4: Internal Testing
e Business Internal Testing
e IT Internal Testing

Phase 5: Certification

e SAS 70 Compliance

e External Auditor Testing
e Signoff and Certification
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What are SOX Project Deliverables?

Phase 1 Discovery

e Project Definition Document

Project Plan With Resources, Dates and Milestones
Executive and Managers Training Material
Business Compliance and Reporting Templates

IT Compliance Reporting Templates

Phase 2 Assessment

Business Transactions Control Process Flow Diagrams

List of Mapping of GL Accounts to Process Flows

List of Business Controls & Risks for Each Business Cycle

IT Transactions/Process Flow Diagram

List of IT and Applications & Risks Controls

Mapping Biz and IT Controls (in collaboration with business managers)

Phase 3: Remediation
e Business Remediation Recommendation
e IT and Applications Remediation Recommendation

Phase 3: Testing
e Internal Testing Biz Controls Results
e Internal Testing IT Controls Results
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Questions?
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See You Next Time!

EorMore lntormation
fou Can Visit

www.iim-edu.org
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